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Document and Records Policy 
1 Keeping records is an essential component of efficient project management. Audit 

Wales also has a statutory duty under the Public Records Act 1958 to retain 
records that are worthy of permanent preservation. Selection of records for 
permanent preservation is determined and agreed between the National Archives 
(TNA) and the Audit Wales Departmental Records Officer (DRO). 

2 This document explains the Audit Wales policy on records management and 
retention. It covers all business-related information in all media, including both 
paper and electronic documents, social media, websites, and video. There is a 
separate Operational Selection Policy (OSP), which sets out the arrangements for 
selection of records for historical preservation, to be used as a tool by the DRO 
and those undertaking selection reviews. 

3 All staff1 have a responsibility to ensure that they maintain records, which includes 
protecting records from unauthorised access and preserving their integrity, 
accessibility and confidentiality. Responsibilities are set out in Appendix 1. 

Certain documents and records must be retained as 
evidence of our work 
4 Documents and records which provide evidence of the work of the Auditor General 

or Audit Wales must be maintained during the course of that work and after that 
work is completed. This is essential to demonstrating propriety. Not only must we 
perform our functions properly, we must also be able to demonstrate this with our 
records. When work is in progress, documents must be stored in shared filing 
systems2 so that information is available to others and afforded appropriate 
protection. Examples of documents which must be retained include: 
• email and other written correspondence which provides evidence of 

decisions made and the reasons for those decisions; 

• working papers, project documentation, draft and final versions of reports or 
products; 

• policies and procedures; 

• minutes of meetings and management reports; 

• databases (eg publishing database); and 

 
1 In this policy, the term ‘staff’ includes temporary workers and contractors 
2 The main shared filing systems at the time of writing are: SharePoint and MKInsight, 
with historic shared network areas migrating and TeamMate files held only for review 
purposes. 
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• contracts, legal and other operational/corporate records. 
5 A complete list of types of documents to be retained is included in the Audit Wales 

Document Retention Schedule in Appendix 2. 

Paper records 

6 Not all documents are kept electronically. Hard copies of letters, copies of plans 
etc, may be stored in paper files. All paper files should contain an index setting out 
the content of the file and, where appropriate, include reference to relevant 
electronic files. Staff holding paper files must ensure that those files, or groups of 
files, are registered in the information asset register maintained by the DRO. (The 
asset register will also register electronic files, but this will be done centrally from 
the server.) 

Paper and electronic documents will be archived 

7 When projects are closed, electronic records within SharePoint and MKInsight 
must be moved to a dedicated archive area and marked ‘read only’ by the 
information asset owner. Final copies of reports will be held by Publishing. Paper-
based records should be handed to Business Services for archiving. 

Documents will be retained according to our retention 
schedules and disposed of promptly when no longer 
needed 
8 All records are subject to retention schedules specifying the period for which they 

will be retained. Appendix 2 sets out the Audit Wales retention schedule, based on 
model schedules issued by TNA and legislative requirements. When the agreed 
retention period expires, staff must review archived paper files and associated 
electronic files prior to disposal taking place, in particular, when requested to do so 
by the DRO. The DRO will transfer documents to TNA for permanent preservation, 
or otherwise arrange to dispose of them, working with asset owners. In the event of 
repeated non-response to a request for review, the DRO will refer issues to the 
appropriate Director as a disciplinary matter.  

9 Responsibility for the disposal of non-registered documents (those which are not 
included in shared filing systems) rests with the user. All project files and working 
documents should be stored on shared drives or filing systems. E-mails which form 
part of project evidence or decisions should be saved in the appropriate shared 
filing system.  

10 Documents that are not stored in a shared filing system i.e, master hard copy 
documents, such as deeds, must be retained in a suitably secure place. They, or 
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the files containing them, should be registered in the central asset register. 
Electronic master documents should be stored in a shared network area or 
database.  

Records of historical value will be permanently preserved 
11 Audit Wales meets its obligation to identify and safeguard records worthy of 

permanent preservation for historical reasons, by: 

• operating a system of review to identify records of historical value; 

• preserving the record as a physical entity; 
• preserving the content, context and structure; and 

• ensuring continuing access to the record for as long as the record is 
required. 

12 All records, in whatever medium, are subject to the Public Records Act 1958, and 
The National Archives’ (TNA) reviewers will be given access to all records for the 
purposes of establishing their historical value. The separate OSP will be used as a 
guide for selection purposes between the DRO, TNA and reviewers. 

We will take all reasonable steps to make information 
secure 
13 In line with the Audit Wales Information Security Policy and the obligations under 

the Public Records Acts, Audit Wales takes all reasonable steps to ensure that 
records are secure from accidental or wilful damage, destruction or misuse. Staff 
must protect documents and records against unauthorised disclosure. 

14 In making records available outside Audit Wales, Audit Wales will comply with the 
Data Protection Act 2018, Freedom of Information Act 2000 and Environmental 
Information Regulations 2004. An overview of the legislation is in Appendix 3. 

15 If original records are lost, severely damaged or destroyed, replicated records may 
be used in their place, but replicas must be labelled as such. Records should be 
desensitised where reasonable and possible to protect data subjects. 

Records must be auditable 
16 Records of our work must provide a sufficient audit trail and maintain integrity, 

accessibility and confidentiality of information. This means that records must be 
created around the time when the action/project occurred, dated accordingly, and 
named appropriately with version control. The name of the principal author should 
be stated, and there should be sufficient metadata to locate the information quickly 
(which, among other things, is important for compliance with the Freedom of 
Information Act). 
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17 Some electronic systems provide naming conventions and metadata e.g. ‘tags’ to 
ensure that documents are easily located. Where this is not in place, staff must 
take care to ensure that anyone with a legitimate need to access a file or document 
would be able to locate it. If folders are used within shared systems, the names of 
the folders should make clear what the contents of the folders are.



Appendix 1 – Records Management roles and 
responsibilities 
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The Departmental Records Officer (DRO) is responsible for this policy, and records 
management procedures in general. Any queries about this policy should be 
addressed to @audit.wales. 

The DRO must: 

• produce procedures and monitor the implementation of this policy; 
• review and amend the policy periodically to ensure system changes and the 

policy of the National Archives are considered, and requirements relating to 
information legislation are incorporated; 

• communicate the records management policy and procedures by 
appropriate means; 

• arrange appropriate record management training and awareness for WAO 
staff; 

• hold staff across the WAO to account for the delivery of good document and 
record management; 

• deliver record management services under the policy, including development 
of systems and selection of records to be preserved that are of historical 
value; 

• review records management, highlight where non-compliance with the policy 
is occurring and, where appropriate, suggest changes to controls and related 
procedures; and 

• develop and execute a plan to develop the relationship between paper and 
electronic records and establish a coherent record keeping system for them. 

Engagement Leads and Heads of Corporate Services Functions are 
‘Information Asset Owners’. As such, they have personal responsibility for the 
maintenance, integrity, accessibility and protection of the information they hold in 
relation to their work. They must ensure that their teams comply with legislative 
and proper business requirements. 

Project Managers, Directors of Corporate Functions and Line Managers will: 

• ensure that staff induction includes familiarisation with information 
management and record-keeping procedures;  

• ensure the document and records management policy is followed, including 
ensuring that documents are reviewed before archiving or disposal; and 

• when instructed, undertake a review of records. 

All staff will ensure that records are: 
• created that are sufficient for the proper operation of the business and 

evidence of proper operation; 
• appropriately maintained and stored; and 

• archived at the appropriate time.  
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Asbestos inspections and registers 
(retain originals)  
(Survey copy to landlord on departure) 

Destroy after 40 years 

COSHH product certificates  Replace by 6 years 
Accidents and Prevention Reportable injuries, diseases and dangerous 

occurrences (RIDDOR); Accident and Incident 
reports; training records 

Destroy after 6 years 
 
 

Accident book, fire drill records, first aid 
records, induction checklists, questionnaires 

Destroy after 3 years 

Risk assessment Fire safety assessments, testing of equipment, 
electrical inspection certificates 

Duration of occupation 
(transfer to landlord) 

Office and DSE risk assessments, PAT testing, 
new mother assessment, other risk assessment 
records 

Destroy after 6 years 
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The Government of Wales Act 2006 requires the Auditor General, and by 
extension, Audit Wales, to follow the requirements of the Public Records 
Acts 1958 and 1967, or replacement secondary legislation for Wales (none 
yet made). 

The Public Records Act 1958 lay responsibility on the Audit Wales to 
identify and safeguard those of their records that are worthy of permanent 
preservation in The National Archives (TNA). Selection of records for 
permanent preservation is to be carried out jointly by the DRO and the 
TNA Client Manager using criteria established under the TNA’s Acquisition 
Policy. 

The Data Protection Act 2018 requires, among other things, personal 
information to be managed and processed in accordance with data 
protection principles. It also provides individuals with a right of access to 
information held on them.  

The Freedom of Information Act 2000 provides a general right of access to 
information held by public authorities (including Audit Wales), regardless of 
age or media. Good record and document management in all media is 
essential for compliance with the FOIA. 

The Environmental Information Regulations 2004 provide for release of 
information on the state of elements of the environment and activities 
affecting the environment, including considerations of health and safety, 
costs and quality of life. 

 




