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Definition — a broad and ever evolving one!

Data mining
Processing
o Predictive analytics
o, . ©
Informing conclusions ~ %" Data analyUCS w Machine Learning
@)
o

(]

Artificial Intelligence

o o O
Success - preventing and _
detecting fraud Data matching

Outlier Analysis
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Challenges - Which camp(s) are you in?

Legal issues prevent data |A lack of available
sharing capability

Poor data quality Capable and equipped
with good data quality




RIS
Cabinet Office

Good Practice: Successful data analytics pilots

Fraud Problem or Risk Rhentu
« Landlords not registering themselves and their rental properties with RSW Doeth
Solution Cymru
« Match RSW data (264,000 records) to: Rent e
* Housing Benefit data with ‘privately rented’ flag (67,000 records) Smart
« LA Landlord information to append Landlord details Wales

 Identify where privately rented properties were not registered
* Options to scale and bring into business as usual (BAU)

Outcomes
 Initial phase progressing 400 matches
* Resulted in 268 (67%) registrations
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Good Practice: Successful data analytics pilots

Recipients of English Local Authority benefits and services are fraudulently under- HM Revenue
declaring or omitting their income, capital or property. & Customs
Solution
* Match HMRC data: « Match to NFI data:

« Employment Earnings . Housing Tenants

« Self Assessment . Right to Buy

« Stamp Duty Land Tax . Housing Benefits

Council Tax Reduction Scheme
Personal Budgets

Payroll

Residential Care Home

Council Tax Single Person’s Discount
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Good Practice: Steps to Piloting

y

y

Understand
* Understand the

Discover detail of each risk:
* Discover and ) §ignificance,
document your * Impact,
fraud risks * existing controls

Evaluate

 Evaluate against
Run success factors

» Undertake the
analysis/data
matching

* How can you build
it into BAU?

Design

 Consider whether
data analytics is
the best approach

» What will you
match and how?

* What will be the
success factors?

* How could you
build it into BAU?



NFI Strategy
. Better targeting of existing and new fraud risks

. Improving communication and engagement with users to

better understand, and therefore meet, customer need

National Fraud Initiative
4 Year Strategy (2018 — 2022)

Increasing both the volume and frequency of data that is
used in, or accessed through, the NF|

Embracing new technologies and techniques to improve
existing and develop new products

Securing the extension to legislative powers to increase the
usage and impact of the NFI
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Detection AND Prevention Prevention +/-
+ Stops fraud getting into your systems

+ No costly investigation
* Public sector data analytics relating to fraud in + No lost £ (write offs)
the UK has been largely focused on detection

« UK Legislation (PAA (Wales), LAAA, DEA)
allows public bodies to share data for data
matching and ICO regime is designed to
facilitate data sharing not obstruct .

- More administration at application stage

- £ benefits not always as visible

« To address the changing counter fraud focus to
prevention, in 2015 the NFI introduced
AppCheck

» The challenge is to use data analytics more to
prevent fraud
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NFI Portfolio

Fraud Prevention >

Fraud Detection

|»| NATIONAL EXERCISES »] RECHECK »| FRAUDHUB »]  APPCHECK

q- - i
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AppCheck — Why should | use it?

» Fraud prevention capability stopping fraud entering systems

» Designed for use by public bodies, in particular local government
* Provides you with a LEGAL, CAPABLE, DATA RICH solution

« AppCheck annual membership cost is covered for Welsh bodies

 Case studies show it works
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CASE STUDY

THE LONDON BOROUG
HAMMERSMITH AND F

STOP A FRAUDULENT

BENEFIT CLAIM TOTALLI
£18,000 USING APPCHEC \

CASE STUDY:

ENHANCED FRAUD
INTELLIGENCE AND
PREVENTION FOR

ST LEGER HOMES -

== = W

APPCHECKTRIAL RESULTS
IN £180,000 SAVING FOR
CITY OF LONDON .,

CORPORATION ANTI-FRAUD
AND INVESTIGATION TEA]

LB e

Reduce
investigation
costs
Ratity your
governance
processes
Reduce
Risks and
streamline
your
processes
Prioritise
cases for
investigation

Stop invalid
claims at the
point of
application

Mitigate
employment
legislation
breaches

Identify
genuine
applicants
faster




AppCheck Demo




HOME ~  NATIONAL EXERCISES + RECHECK APPCHECK ~ [fRAUDHUB ~  ADMINISTRATION v  CONTACT ~ HELP ~

MAINTENANCE
Cab | ne‘t Off|Ce Please Note - The NFI Web Application will be unavailable from 5pm 16 May 2019 until 8am 17 May 2019 for scheduled maintenance.

.
LOg in tO the NFI Web Home | AppCheck

application and navigate to APPCHECK
AppCheck =

AppCheck is the fraud prevention and application verification solutions, powered by the
intelligence gathered as part of the National Fraud Initiative.

| @ Cabinet Office

By validating and authenticating an individual against one of the most sophisticated datasets
‘available AppCheck can help your organisation reduce the number of fraudulent or mistaken
claims made.

Moving to a fraud prevention model is far more cost effective and easier than you think.
AppCheck can also be linked to your existing systems via API (Application Process Interface)
allowing you to check the validity of the application in seconds.

The application can be used by multiple depariments or users across your organisation to
_ensure you are fully protected.

I you are not already using AppCheck for a free no obligation trial select the option below or
for more information and charges please email

[»] APPCHECK SEARCH [»] ALL PREVIOUS SEARCHES

[»] My PREVIOUS SEARCHES [»] APPCHECK ADMINISTRATION

B PRIVACY NOTICE COMPLIANCE
(APPLICATIONS)

13



V 6By HOME NATIONAL EXERCISES RECHECK APPCHECK FRAUDHUB ADMINISTRATION CONTACT HELP

Cabinet Office Home | AppCheck Home | AppCheck

[ 1. Select application type

You are presented with the

Blue Badge Parking Permit Concessionary Travel Pass Council Tax (single person discount) Council Tax Reduction Scheme Deferred Pensions
Ap pC h eC k d ata e ntry Electoral Register Financial Data Housing Benefit Claimants Housing Tenants Market Traders
Scree n Payroll Pensions Pensions Gratuities Personal Alcohol Licence Personal Budgets
Private Residential Care Homes Resident Parking Permit Right to Buy Student Loans Taxi Drivers
Waiting List

2. Enter applicant's details

[ + Search for another applicantJ
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HOME NATIOMAL EXERCISES RECHECK APPCHECK FRAUDHUB ADMINISTRATI

Select the Application
Type

Home | AppCheck Home | AppCheck

[ 1. Select application type }
Example 1: Housing
. o Blue Badge Concessionary Deferred Housing Benefit TR nEEs

Te n a n Cy A p p l l C atl O n Parking Permit Travel Pass Pensions Claimants 9

glsalijr;a:rftes Market Traders Payroll Pensions g?:tili(t)igss

Private : :
Personal Alcohol Personal ; : Resident Parking ;
Licence Budgets ReSI?_l%n#gISCar = Permit Right to Buy

Student Loans Taxi Drivers Waiting List
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Enter the applicants N tumber (T
details

Forename Drew
Sumame Carey

Middle Names

(EICEV T 171211982

229 Unix Street
Haslingstall

Haslingshin U M MY( ATA

ZF8339PP

Enter a postcode

B Applicant does not have an address

|+ Search for another appiicant |




The results are displayed side by side — Search data versus Matched Data

Matching Date : 13/05/2019 16:42:12

HOME

NATIONAL EXERCISES

RECHECK APPCHECK

Home | AppCheck Home | Search Results

Your Search Data
Match Type Housing Tenants
Forename Drew
Surname Carey
Date Of Birth 171211982
NI Number MF&45628
Addresses 229 Unix Street Haslingstall
Haslingshire
ZF&39PP
Gender
Reference Number
Unique 1D 8a5156a9-9575-e911-8ef5-0050569c743c Copy To Clipboard
£] Run Credit Check
Comment/Qutcome History
Application Outcome? O O O O

Reason for application being declined?

Appl ication Accepted Application Declined Application Withdrawn Application Under Review

FRAUDHUB

e ©

ADMINISTRATION

Match Data Expand

CONTACT

HELP

Previous Searches
Previous Match
Next Match

Match 1 Of 2814

Name Drew Carey Match Type Housing Benefits
%\dc#ress 1 266 Manhattan Road Postcode BS53 6BB
|£ | Run Credit Check

Match Data Expand

Name Drew Carey Match Type Payroll
Address 1 229 Unix Street Postcode ZF83 9PP
€] Run Credit Check

Match Data Expand

Mame Drew Carey Match Type Council Tax
Address 1 229 Unix Street Postcode ZF83 9PP
€] Run Credit Check
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Result Indicators

Q Verified: the data match verifies the details of the
- application
@ Review: the data match contradicts the details of the
= application
6 Potential Fraud: the data match indicates the application
may be fraudulent
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Left hand side:

® Sea_rCh detalls Match Type Housing Tenants
. Forename Drew
« Qutcomesrecording  |sumame Carey o
Date Of Birth 17/12/1982 DUMMY DATA
NI Number MF845628
Addresses 229 Unix Street Haslingstall
Haslingshire
ZF839PP
Gender
Reference Number
Unique ID b150b833-a3b5-e611-aabb-005056a85a18
|Commentf0utcome History
Application Outcome? Application Accepted Application Declined Application Withdrawn
Reason for application being declined?
rRecord Outcome |




The results are displayed side by side — Search data versus Matched Data

Matching Date : 13/05/2019 16:42:12

HOME

NATIONAL EXERCISES

RECHECK APPCHECK

Home | AppCheck Home | Search Results

Your Search Data
Match Type Housing Tenants
Forename Drew
Surname Carey
Date Of Birth 171211982
NI Number MF&45628
Addresses 229 Unix Street Haslingstall
Haslingshire
ZF&39PP
Gender
Reference Number
Unique 1D 8a5156a9-9575-e911-8ef5-0050569c743c Copy To Clipboard
£] Run Credit Check
Comment/Qutcome History
Application Outcome? O O O O

Reason for application being declined?

Appl ication Accepted Application Declined Application Withdrawn Application Under Review

FRAUDHUB

© ©

ADMINISTRATION

Match Data Expand

CONTACT

HELP

Previous Searches
Pravinnz Matrh
Next Match

Match 1 Of 2514

Name Drew Carey Match Type Housing Benefits
%\dc#ress 1 266 Manhattan Road Postcode BS53 6BB
|£ | Run Credit Check

Match Data Expand

Name Drew Carey Match Type Payroll
Address 1 229 Unix Street Postcode ZF83 9PP
€] Run Credit Check

Match Data Expand

Mame Drew Carey Match Type Council Tax
Address 1 229 Unix Street Postcode ZF83 9PP
€] Run Credit Check




203
Cabinet Office

@nclusion: \

AppCheck has
confirmed the
applicant’s details to a
payroll record and a
council tax record.

{Expand |

Name Drew Carev Match Type | Housing Benefits
Address 1 266 Manhattan Road Postcode BS53 6BB

This provides
assurance that the

individual is who they Match Data Expand |_|-
say they are and have a Name Drew Carey atch Type Payroll
. Address 1 229 Unix Street Postcode ZF83 9PP
footprint at the address. \) -
Match Data Expand S I
" | Name Drew Care Match Type Council Tax
"Owever, AppCheCk Address 1 229 Unix Ss‘:reet F’c>'.=;tcod3:=;p . ZF83 9PP

has also identified a

current HB clain gg=
\dﬁferent addres E /
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Example 2 : Council Tax

S l n g l e Pe rso n D ' SCO u nt I;d;t;;:a'gze E::zsll Tax (single person discount)
H H Surname Carmen
A p p l ' C at' 0 n Date Of Birth 06/03/1973
NI Number UIWIWY/ T \
. Addresses 208 Sesame Street Haslingstall DUV UATA
Check the Search details Haslingshie
Gender
Reference Number
Unique ID 352ef522-a5b5-e611-aabb-005056a85a18

Comment/Outcome History

Application Outcome? Application Accepted Application Declined Application Withdrawn

Reason for application being declined?

Record Qutcome
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/Conclusion: In thi}

example,
AppCheck has
identified that the
applicant is living
at the property.

However, it has
also identified two
other individuals
living at the
property who may
have not been
declared and may
invalidate the

Match Data Expand

Name . Mariah Carey Match Type Payroll
Address 1 208 Sesame Street Postcode ZD65 7DD

Match Data Expd

Name Eric Carmen : Match Type Housing Benefit Claimants
Address 1 208 Sesame Street Postcode ZD65 7DD

Match Data Exp4 |
Name Eric Carmen Housing Tenants
Address 1 208 Sesame Street @ >R ZD65 7DD

Match Data Expand

Name Nancy Carmen Match Type Housing Tenants
Address 1 208 Sesame Street Postcode ZD65 7DD

applicants ri @)

Single Persol

Discount.




%% Credit Check =
VB

/W\%o. . ¢ Title
Cabinet Office | Frstiame |
| Surname I

Date of Birth (dd/mm/yyyy)

House Mame/Number

Additional AppCheck =

functionality (fee applies) [poes |

City

Postcode

Pre Investigation Report

You Can requeSt a Pre- Credit Check Report Type List Residents Report i

2action 25 Conflrmation Statement

Investigation Credit Check or

smant ar callectian af any t3x or duty or of any Impazison of 3 elmilar naturs

List of Residents Report | e e

1 canfirm the above etatement ae true. |

or iat / those pUrpaEs| nd wa bedleve thal ta apply the principles of e Dats Protaction Acl 1295

suthorisad by 3 ofMcar of appropriate authorify.

Zaction 35 Conflrmation Statement

= WiE ceriiy that we are making enquides whers | SUre I requirad by ar under any enactment. by any rule of law
3 05, Or praepestive lzgal proceedings

wrpoea|s) and wa belleve thai to apply ihe principles of ®e Data Frotaction Acl 1895

» A credit check form will appear on

would be likedy to prajudica the Invesiigation

SC ree n an d Wi I I be p re- po p u I ated ® W confim that this eearch has bean sutorsad by 3 offiosr of appropriate authodty. i

ready to Se nd to C RA 1 canfirm the above etatement ae true.

Charges for a Credit Check report are NOT included in your standard NFI contract. By clicking on
[Run Credit Check], you agree to be charged £1.00 + VAT for the report. Please ensure that you have
the relevant authority from within your organisation to make this purhcase.

* The report is returned in e |

AppCheck —

ﬂ Prainvesbgabon 100E201T
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AppCheck can help you reduce your application fraud risks

S = | Bud
CT Single Person Discount W Personal Budgets

Housing Tenancy [ﬁﬁ'ﬂiﬂ Housing Waiting List

Housing Benefit
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Total searches by application type — English Bodies

Total searches by Application Type last 12 months

4000 Total Declined/Withdrawn last 12 months
3527
3500 3237 2
3000
2500
2000 B Contract Qutcome Declined
1500 1365 1358 B Contract Outcome Withdrawn
= Trialist Outcome Declined
1000 ® Trialist Qutcome Withdrawn
573 535
434
500
I
0 —
Housing Waiting Housing Benefits  Taxi Drivers Housing Council Tax Council Tax Right to Buy  Payroll Searches
Lists Searches Claimants Application Reduction Searches
Searches




2%

Cabinet Office

Group Discussion
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DISCOVER - What risks
are on your radar?




TAXI DRIVERS
RIGHT TO BUY
A
STUDENT LOANS ‘

STATE BENEFITS

fo

HOUSING TENANTS

INSURANCE CLAIMANTS

£

CREDIT REFERENCING
DATA

—0
o

DDRI DECEASED
PERSONS

' OCCUPATIONAL PENSIONS ,Q
EI

I. I i
PERSONAL ALCOHOL
LICENSES

'@'

ELECTORAL ROLL

o

MARKET TRADERS
FRAUDULENT IDENTITIES
(AMBERHILL DATA) I
HOUSING BENEFIT PERSONAL BUDGETS ®

CLAIMANTS

Billion
Records

'

DEFERRED PENSIONS

S

PRIVATE RESIDENTIAL
CARE HOMES

S

BLUE BADGE HOLDERS

fo

HOUSING WAITING LISTS

CONCESSIONARY TRAVEL
PASSES

&

PAYROLL

Companies House




RIS
Cabinet Office

Group Discussion

List two fraud risks on your radar you think
AppCheck specifically might help you address.

List two further fraud risks where AppCheck would
not work and why.

(10 minutes)

One person to feedback from each group




